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Why This Matters Now

If Al is central to your product, customer data no longer just sits in a database. It flows into training
sets, vector stores, prompts, model-provider logs, and the actions of Al agents. Each of those flows
creates a privacy obligation, a security exposure, and a question your next enterprise customer or
investor will ask.

13% - 97% 24 states

13% of organizations reported Added average breach cost for U.S. states that have enacted
breaches of Al models or applications; organizations with high levels of comprehensive privacy laws, with 20
97% of those lacked proper Al access  unapproved "shadow Al" use (IBM?) already in force (Byte Back®)

controls (IBMl)

The good news: startups that build privacy and security into their architecture early move through
security reviews faster, raise capital with fewer diligence surprises, and avoid the most expensive
outcome in Al privacy enforcement, being ordered to delete a model built on improperly obtained
data (FTC?).

HiBM. https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-
which-reported-lacking-proper-ai-access-controls

2IBM. https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-
which-reported-lacking-proper-ai-access-controls

3Byte Back. https://www.bytebacklaw.com/2026/06/u-s-state-privacy-law-landscape-expands-to-24-states-what-the-latest-
legislative-wave-means-for-businesses/

“FTC. https://www.ftc.gov/system/files/ftc_gov/pdf/ai-accomplishments-1.17.25.pdf
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The Regulatory Snapshot (October 2026)

m What Al startups need to know

U.S. federal

California

Colorado
European Union
(GDPR)

European Union (Al
Act)

The FTC polices deceptive Al and data-practice claims and has prohibited training Al
models on ill-gotten data (FTC®). Federal efforts to preempt state Al laws have not
displaced them; state laws still apply (Reuters®).

Privacy risk assessments are required before new high-risk processing, automated
decisionmaking rules start January 1, 2027, and cybersecurity audit certifications phase in
from April 1, 2028 (CPPA").

A narrower, notice-based Al law replaced the original Colorado Al Act and takes effect
January 1, 2027 (McDermott Will & Schulte®).

Al models trained on personal data are not automatically anonymous, and a model built on
unlawfully processed data can taint its deployment (EDPB®).

Transparency rules apply from August 2026; high-risk obligations begin December 2, 2027
(European Commission®). For startups, fines are capped at the lower of the fixed amount
or the turnover percentage (IBM™).

Seven Challenges We See Most Often

1. Not knowing where personal data lives

Personal data spreads into ingestion buckets, fine-tuning sets, embeddings, prompt logs, and third-
party model providers. Breaches involving unmanaged "shadow data" take longer to contain and

cost more (IBM™).

What good looks like: A living Al data inventory and data-flow map, with embeddings, prompts,
and logs treated as personal data.

SerC. https://www.ftc.gov/system/files/ftc_gov/pdf/ai-accomplishments-1.17.25.pdf

®Reuters. https://www.reuters.com/legal/legalindustry/who-governs-ai-federal-governments-challenge-state-regulation-what-

organizations--pracin-2026-08-12/

"CPPA. https://cppa.ca.gov/announcements/2025/20250923.html

8McDermott Will & Schulte. https://www.mcdermottlaw.com/insights/colorado-ai-law-in-flux-comprehensive-replacement-bill-signed-
after-federal-court-blocks-predecessors-enforcement/

°EDPB. https://www.edpb.europa.eu/news/edpb-opinion-on-ai-models-gdpr-principles-support-responsible-ai_en

10European Commission. https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
BM. https://www.ibm.com/think/topics/eu-ai-act

21gMm, https://www.ibm.com/think/insights/hidden-risk-shadow-data-ai-higher-costs
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2. Training on customer data without a clear basis

Data collected to deliver a service cannot automatically be used to train models. Under GDPR,
legitimate interest requires a documented three-step test (EDPB™); in California, training automated
decision tools can trigger a risk assessment (Legal 500'%).

What good looks like: Separate "service delivery" from "model improvement" in notices,
contracts, and controls, and default enterprise data to no-training.

3. Putting the model itself at risk

Regulators have required deletion of models derived from improperly collected data (Recording
Law™). For an Al startup, that can mean losing the core asset.

What good looks like: Provenance records for every training source and a review step before
any new dataset is used.

4. Leaks through prompts, retrieval, and shared indexes

Prompt injection and sensitive information disclosure are the top two risks in the OWASP Top 10 for
LLM Applications (OWASP®). A retrieval system that relies on the model to "only show the right
documents” will eventually leak data across users or tenants.

What good looks like: Permission checks enforced in code at retrieval time, per-tenant
isolation, and adversarial testing in every release.

5. Al agents with too much access

When agents can send emails, change records, or call APls, an authorization error becomes an
action. OWASP recommends least privilege and human approval for high-risk actions (OWASP?').

What good looks like: Treat each agent as a privileged identity with scoped, short-lived access,
allowlisted tools, approval gates, audit logs, and a kill switch.

6. Shadow Al inside your own team

One in five organizations reported a breach linked to shadow Al, and only 37% had policies to
manage or detect it (IBM*®).

What good looks like: A short acceptable-use policy, approved Al tools with enterprise terms,
and a fast path to approve new ones.

13EDPB. hitps://www.edpb.europa.eu/news/edpb-opinion-on-ai-models-gdpr-principles-support-responsible-ai_en
14Legal 500. https://www.legal500.com/intelligence/united-states/privacy/new-ccpa-regulations-receive-final-approval
15Recording Law. https://www.recordinglaw.com/us-laws/data-privacy-laws/ai-and-data-privacy/

180WASP. hitps://genai.owasp.org/lim-top-10/2cat=253

OWASP. hitps://genai.owasp.org/limrisk/lm01-prompt-injection/

B1BM. https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-
which-reported-lacking-proper-ai-access-controls
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7. Promises you can't prove

Claims like "your data is never stored" or "unbiased Al" become enforceable promises, and the FTC
continues to act against deceptive Al claims (FTC*). Enterprise buyers will also ask for evidence:
SOC 2 reports, ISO certifications, and Al-specific questionnaires.

What good looks like: Every security and Al claim traced to a control and evidence, with a
ready-to-send trust package for sales.

A Practical Starting Point

oo o

Pre-seed and Name a security and privacy owner; map Al data flows; sign no-training agreements with Al
seed providers; enforce SSO and MFA, build tenant isolation and identity-aware retrieval from day
one; record training-data provenance.

Series A Align to NIST CSF 2.0 and begin SOC 2; assess Al use cases with the NIST Al Risk
Management Framework; add prompt-injection testing to releases; add Al scenarios to
incident response; publish a trust center.

Series B and Pursue ISO/IEC 27001 and, where buyers ask, ISO/IEC 42001; prepare automated-decision
beyond notices and human review for 2027; classify products under the EU Al Act; report Al risk
metrics to the board.

Five Questions to Ask Your Team This Week

1. Can we list every place customer personal data exists in our Al pipeline, including
embeddings, logs, and model providers?

2. Do we train on customer data, and is that use disclosed and contractually permitted?

3. Is authorization enforced in code at retrieval and tool-call time, or do we rely on the model to
behave?

4. What can our Al agents do without human approval, and can we stop them immediately?
5. Is every security and Al claim in our sales materials backed by evidence?

If any answer is "not sure,” that is where to start.

ETC, https://www.ftc.gov/news-events/topics/protecting-consumer-privacy-security/privacy-security-enforcement
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How Azure Dragon Cyber Can Help

Azure Dragon Cyber helps startups turn security and privacy into a sales advantage, with practical,
evidence-ready guidance sized to your stage.

vCISO services Policy and governance, incident response, vendor risk management, executive
reporting, and audit preparation without a full-time hire

Al and security NIST CSF 2.0, NIST Al RMF, CIS Controls, and ISO 27001/27002 assessments with a
assessments prioritized, risk-ranked roadmap
GRC support Control mapping, evidence standards, and readiness for SOC 2, ISO, and customer

security reviews

Training and mentoring  Practical cybersecurity and Al security training for your team, plus review of work
products such as risk-and-controls matrices

Ready to pressure-test your Al product's privacy and security posture? Visit

azuredragoncyber.com to schedule a consultation.

About the Author

Mark Adams is the founder of Azure Dragon Cyber (azuredragoncyber.com) and a cybersecurity,
GRC, and technology risk leader with more than 30 years in IT, including service as a CISO. He has
helped U.S. and European startups, particularly SaaS businesses, address cybersecurity and
regulatory compliance challenges.

This brief is adapted from the full white paper "Building Trust Into the Model: Cybersecurity, Data Privacy, and Compliance
Challenges for Al-Driven Startups.” It is provided for general informational purposes and does not constitute legal advice.
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